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Abstract 
The vulnerability of a modern computer network to information attacks is stemming from its 
high complexity, global interconnectivity and multiple entry points. While experimental security-
related studies cannot be performed on “real” operating computer networks, and data collected 
during real information attacks is incomplete and sporadic, extensive network facilities become a 
necessary component of security research. In order to assure the scalability of results, it is 
important that the experimental network properly emulates the “real” network. The development 
of such an experimental facility for network security research is presented. It will allow for a 
high level of software virtualization enabling the users to achieve a high level of network 
scalability and rapid deployment, to ensure proper analysis and development of new tools and 
techniques for threat detection and mitigation. 

1. Introduction 
The demand for higher degree of security is rapidly increasing within all levels of society, from 
individual computer users, to corporations and governments.  Recently, cyber attacks on 
individual high profile targets within corporations, government and military infrastructures for 
the purpose of monetary profit, espionage and various destructive activities including global 
terrorism are on the rise. New attack schemes are being developed constantly including fast 
propagating internet worms carrying destructive payloads [1]. Scheduled backups and updated 
antivirus databases are no longer sufficient [2] for an adequate stand off against modern 
information attacks assuring uninterrupted network operation and data integrity. This situation 
nessisitates rapid analysis of information security threats in order to be able to achieve a 
significant level of success in fighting current attacks, as well as introduction of proactive 
measures to prevent future attacks [3]. Research in information assurance has significantly 
evolved over the past decade. 

The most widely used approach to evaluate new network algorithms and their implementations 
for the Internet and Intranet environments are software network simulators [4] and small scale 
hardware node network testbeds. Evaluations of information security algorithms that do not 
require network connection or only require local connections within a small scale network are 
often performed in virtual environments such as Virtual PC and VMWare. Existing network 
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simulators are rarely applicable to information security research and development, since many 
attack scenarios require the presence of actual vulnerable systems within the network for 
successful attack deployment and the following realistic network behavior analysis. Attack 
scenarios that are suitable for software network simulators often must be implemented according 
to specific requirements and topologies of the simulator that may differ from actual Internet 
environment, leading to less realistic experiments and questionable results. In addition, software 
simulators are not capable of emulating large scale network attack scenarios in real time at a rate 
one would expect from a physical network. On the other hand, physical network testbeds for 
information security experiments, while being closer to a real network topology and 
performance, lack the scalability of software network simulators and do not allow for rapid 
manipulation of both physical and software network resources, making it difficult to switch from 
one attack scenario to another. 

The dependability of any experimental study in the area of information security research and 
development, hinges upon three main principles: 

• Realistic network topology with real-time performance 
• Rapid network topology modification and deployment 
• Fast recovery after attack experiment 

These principles require the evaluation of network attacks using actual nodes interconnected to 
form an Internet or Intranet network topology with flexibility of virtual environments for rapid 
modifications, deployment and recovery. This paper presents a design of a virtual computer 
network testbed utilizing both physical hardware and virtual software resources to enable rapid 
evaluation of new network security threats, new algorithms and methods for both retroactive and 
proactive attack countermeasures, as well as analysis and forecast of network performance under 
various attack scenarios. The described test environment offers a realistic experience and 
performance of a physical hardware network, the flexibility of a software network emulator, and 
fast state recovery of a virtual machine in a lab environment.  

2. Hardware lab design 
Hardware infrastructure design is critical for any network security testbed. Depending on the 
overall design of the lab’s topology, its hardware component can be chosen to meet specific 
needs of the lab. Designing a versatile network testbed based on virtual environments helps 
lowering the costs of hardware equipment, while enhancing the overall performance and 
resource utilization within the facility. In addition, the lab is designed to allow remote online 
access to the testing facility. Therefore, certain investments should be made in acquiring 
hardware that would provide an adequate security level for the lab infrastructure. The hardware 
acquisition was funded by a $185,000 Air Force DURIP grant. This section outlines the 
hardware component of the testbed. 
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2.1 Scalable computer network facilities 
The controlled physical environment provides a safe, realistic and flexible foundation on which 
virtual networks can be constructed. The physical environment should be built and preconfigured 
to meet certain specification. The authors have defined the following minimal set of general 
specifications for an information security research and development testbed hardware 
infrastructure: 

• High performance enterprise class servers with sufficient resources to handle multiple 
virtual appliances 

• Dual network interfaces to support dedicated physical networks for malicious traffic and 
network management traffic 

• Centralized storage for virtual components 
• Dedicated terminals for network control and observation 
• Dedicated security appliances to support network traffic filtering and secure remote lab 

management 
• Centralized storage for testbed software backup images. 
• Restricted physical access to testbed hardware component 

Virtual machines (VM) allow for very efficient hardware resources utilization, while creating a 
scalable heterogeneous network environment. A reasonably powerful hardware server is capable 
of running 10 – 20 modern operating systems depending on OS type and resource hardware 
resource requirements. Due to the nature of network security research, operating system 
requirements per virtual machine can be pushed to the lower limit to accommodate a wider range 
of OS’s running on the same physical server. 

Virtual machines comprising the software backbone of the information security testbed require 
configuration and management. The testbed is designed to be configured both locally and 
remotely through management consoles and observation stations. At the same time the sensitive 
nature of the experimental studies to be conducted requires physical isolation of malicious traffic 
from management traffic to prevent physical network and the external infrastructure from being 
compromised by malicious activity, and also to assure uncontaminated malicious traffic and 
network performance data.  Figure 1 demonstrates the concept of dual interface for test lab 
management and experiments. 
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Figure 1 Dual Network Interface for concurrent execution of testbed experiments and lab 
management 

An efficient virtual testbed requires a high degree of scalability. This implies the ability to 
choose various virtual components according to a predefined scenario of an experiment, and 
deploy these components onto the hardware framework. Large-scale network security 
experiments involve a large number of virtual components, distributed across multiple hardware 
nodes. In this situation, utilizing local server storage for storing all variations of virtual 
components is not sufficient, nor is it adequate for a large scale network testbed. A centralized 
storage facility, such as Network Attached Storage unit (NAS), for various virtual components 
enables network wide access to all available virtual components from any physical servers. Such 
a centralized storage should be efficiently protected from the experimental network to avoid 
malicious contamination. Therefore, it should be physically separated from the attack switch by 
having the storage facility connected only to the management network. 

The network testbed is built to sustain network attack experiments of various nature, including 
real malware and exploits bearing harmful payloads. Although, most outbreaks of attacks will be 
contained within virtual environments that can be restored to their original state immediately at 
run time, operating systems hosting these virtual environments may also be corrupted due to 
improper virtual component handling and other issues. In order to assure rapid deployment and 
utilization of all available hardware units, it is highly desirable to have a centralized storage 
facility for backup images of host operating systems and their configurations. 

2.2 Secure network administration 
The security network testbed is designed to be accessible remotely to enable on demand 
reconfiguration, deployment and experimentation by multiple users. Therefore, the network 
security measures must prevent any accidental connections or packets reaching the WAN or the 
Internet. As it has been mentioned, the initial precaution is to physically separate malicious 
traffic from management traffic by introducing dedicated network switches. The next step is to 
prevent any accidental connections or packets from reaching the WAN or the Internet. Network 
security measures that must be in place include: default routes, router ACLs, network 
configuration, network monitoring, and the lab Firewall. 



 5 

Remote Access
Server Firewall Appliance

Internet
Wide Area Network

Administrates 
remote use of 
the lab

Management SwitchAttack Switch

Central Storage
Virtual Components

Central Storage
Host OS images

Router
o/b ACL

Malicious activity 
ends here

Management Servers

Remote Access Switch

 

Figure 2 Hardware testbed topology 

Default routes are facilitated by the router; the appliance has a default route to its internal 
interface, thereby stopping any traffic not explicitly bound for networks, not connected to the 
router interface. Consequently, any packets intended for servers not connected to the network 
testbed would not reach their intended destination. The router ACLs will impose an access rule 
on all traffic attempting to exit its primary interface. This access rule will effectively block all 
traffic that is not explicitly destined for the user accounts server. This ACL will prevent any 
Internet traffic from going beyond the router. 

The user accounts server network configuration includes two networking interfaces for 
communicating with the testbed, and one interface for communicating with the firewall 
appliance. No other communication will exist within the user accounts server. 
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The main Firewall of the network testbed is represented by Firewall appliance with unlimited 
number of clients to facilitate incoming user administration. This Firewall provides network 
address translation to the Internet and the WAN only for the user accounts server; it must deny 
all unauthorized inbound initiated connections. Any traffic inconsistent with the acceptable 
traffic will be logged and disallowed. The complete physical network topology is shown in 
Figure 2. 

3.  Software Lab Design 
 

An efficient network security testbed includes a large variety of systems that are subjected to 
research and analysis. Such systems include both hardware and software components.  In the 
past, information security testbeds contained a comparable number of both components, which 
led to inefficient testbed management and high costs of ownership. Current technology enables 
higher hardware utilization through software virtualization of various hardware components. 
This in turn allows researchers to have complete centralized control of the testbed, as well as the 
ability to modify the topology of the network without intruding testbeds’ hardware. This section 
describes the design of the network, which supports virtual network infrastructure management 
for information security research and analysis. 

3.1 Design of the testbed management model 
Modern network security research and development demands testbed facilities, designed to 
handle a larger number of security experiments in a shorter time. Most current network security 
threats propagate and attack large-scale networks in a matter minutes causing significant 
damage. New security threats emerge quickly, requiring researchers and security analysts to 
respond faster in order to keep up with these attacks. New approaches for network security 
analysis, reactive and proactive network defense mechanisms should be evaluated under various 
network topologies to prove their effectiveness. Conventional hardware based network security 
testbeds always have certain tradeoffs between network scalability and deployment cycle.  
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Figure 3 Typical Network Security Hardware-based Testbed 

 

On the contrary, virtual networks allow for practically unlimited variations of network 
topologies, while delivering on demand network topology deployment cycle. To demonstrate a 
simplified example of virtual testbed capabilities, consider the design of a typical hardware based 
network security testbed shown in Figure 3. The way it is designed, this testbed is capable of 
handling large spectrum of network security experiments. Assuming that each physical node in 
this topology is a host for multiple virtual devices, such as operating systems, servers, switches, 
routers, etc. (Figure 4), this design can be converted into a new topology, as shown in Figure 5, 
significantly faster than in a conventional hardware based testbed without requiring extra 
equipment. 
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Figure 4 Virtual network within a single hardware node 

 

The entire testing facility of the network security virtual testbed is constructed of virtual devices. 
All virtual machines are deployed on a set of physical servers, powerful enough to handle large 
CPU, memory and network bandwidth loads. Furthermore, all virtual machines are stored in a 
single storage container; they can be configured and deployed to create various network 
topologies. The capacity of the physical network backbone can handle hundreds of virtual 
devices running at the same time. A significantly larger number of virtual appliances are required 
to support various network topologies for information security research; one reason is because 
there may be different security vulnerabilities in different versions of same software package 
installed in a virtual machine. A prebuilt set of such virtual machines is required to have dynamic 
reconfigurable test environments within the testbed. 
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Figure 5 New network topology on two physical nodes 

The set of virtual appliances should be managed from a centralized, possibly remote location. 
Our management model requires several levels of software comprising the structure of the 
network security virtual testbed environment. The software management stack is shown in 
Figure 6.  The host operating system consumes hardware resources when running virtual 
appliances. It is crucial to have the lightest possible host operating system in order to preserve 
valuable hardware resources for virtual components. Every virtual component is configured to 
have a limited set of resources, supplied by the hardware node. Due to potentially harmful 
malicious traffic flow within the network testbed, virtual appliances should be restricted from 
utilizing any means of network communications other than a dedicated malicious attack, in 
accordance with the testbed hardware configuration (Figure 2). The host operating system, 
having access to all virtual appliances it hosts, should collect information regarding their current 
state, resources consumption and network traffic logs, and report them to the Virtual Network 
Management Server. The server is responsible for management and configuration of virtual 
machines within multiple physical nodes of the testbed.  
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The next step in testbed management is to allow clients to control and configure the network 
properly. Due to security concerns and sensitive nature of the testbed, at least two levels of client 
management is established. We differentiate local and remote client access to the testbed, where 
the local client has higher privileges compared to the remote client. The local management client 
is only accessible within the physical facility. It is allowed to do the following operations on the 
security testbed: 

• Access managed switches for both malicious and management networks 
• Perform configuration of physical nodes 
• Manage the pool of host operating system images 
• Backup and restore host operating systems 
• Manage the pool of virtual appliances 

The remote management client has access to control and configuration of the pool or a subset of 
virtual appliances to perform network security experiments. The following is the list of 
operations performed by the remote client: 

• Limited management of the pool of virtual appliances 
• Configuration of the virtual network topology 
• Deployment of the virtual network topology to reserved physical node 

Hardware Layer 

Host Operating System 

Virtual Appliance 

Virtual Network Management Server 

Local Virtual Network Management and Configuration Client 

User Accounts Server 

Remote Virtual Network Management and Configuration Client 

Figure 6 Network Security Testbed Management Software Stack 
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• Setup and execution of network security experiments on the created virtual network 
topology 

• Observation, collection and analysis of information resulted from the experiment 

It is possible to configure a remote management client account to allow performing actions 
restricted only to the local facility clients. In this case additional account management layer 
should be introduced to facilitate elevated access rights for the remote lab manager. 

3.2 Design of network security experiments 
Network security experiments require large scale network testbeds. The virtual testbed is 
organized such that rapid deployment of various large-scale experiment scenarios is possible. 
The testbed provides important information for the computer network security research including 
analysis of malicious software, vulnerability analysis of network components, efficiency and 
dependability of security mechanisms, and network administration under attacks. The availability 
of a dedicated virtual experimental testbed allows researchers to deploy real information attacks 
and defense mechanisms with close monitoring of the status of the network. Virtual network 
experiment design is coherent with known techniques for simulated networks experiments and 
hardware based virtual networks [5]. The major advantage over known experiment design 
approaches is the ability to rapidly configure complex network topologies without direct access 
to hardware facility. The other advantage is the ability to choose various network components 
including operating systems, routers, servers, switches, etc., from a large centralized pool of 
preconfigured virtual appliances. 

In order to facilitate an internet worm propagation experiment, the researchers have to configure 
the virtual network according to their experiment specifications [6]. Generally, specifications for 
worm propagation experiments include: 

• The ability to reproduce the worm propagation in high fidelity 
•  Assessment of the impact of worm propagation on large scale networks 
• Introduce worm detection defense mechanism 
• Assessment of the impact of the detection mechanism on the network 

Typically, network worm propagation rate greatly depends on availability of vulnerable systems 
compatible with the worm’s exploit vector. Worms may carry destructive payloads, deployable 
on a vulnerable system after successful penetration. Often, the propagation engine of a worm 
heavily depends on success of its payload, further reducing propagation rate due to incompatible 
systems. A realistic worm propagation experiment on a virtual network testbed should take 
advantage of generating a large variety of susceptible operating systems and their configurations. 
Rapid adjustments to virtual network topology allows for fast elimination of invulnerable hosts 
to increase the rate of replication. This also advances realistic network damage assessment due to 
increased worm propagation rate. In the virtual network testbed environment, the researcher can 
visually select virtual appliances to be a part of the experiment, and connect these appliances to 
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form a unique topology. A simplified virtual network topology including various operating 
systems connected through virtual switches operating on three hardware nodes is shown in 
Figure 7. 

 

Figure 7 Virtual Network Topology for worm propagation experiment generated on 3 
hardware nodes 

Network damage assessment is performed by capturing required information from each virtual 
machine involved in the experiment. The information is collected from the management network 
(Figure 2), which controls all physical host, and therefore virtual appliances running on them. 
Malicious traffic may also be safely captured from special 1000 Mbps network ports, available 
on managed malicious traffic switches. 

Further development of the experiment depends on the need to introduce a worm detection and 
defense mechanism into the network. If it is required to use the exact same topology, which has 
been successfully tested against worm propagation, for a proactive worm defense mechanism, 
the entire state of all virtual nodes within the network can be restored to its original uninfected 
condition. Otherwise, the worm defense agent can be introduced into an infected network. 

4. Conclusion 
 

The authors have designed a virtual network testbed with the ability to safely execute potentially 
dangerous code for various research and development needs. The network takes full advantage of 
current software virtualization technology, allowing researchers to remotely manipulate various 
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network resources and create complex large-scale topologies “on the fly.” This is a significant 
improvement from conventional hardware based network testbeds and virtual testbeds based on 
VLAN virtualization. 

In this approach, researchers have sufficient level of testbed management, which enables them to 
rapidly configure unique experiment scenarios, manipulate states of virtual appliances and have 
access to a pool of preconfigured network components remotely. High level of experiment 
security is achieved through physical separation of “malicious attack” and “management” 
networks, while still allowing full control and monitoring of the testbed. The hardware network 
nodes are designed to handle over twenty virtual appliances with very high demand for hardware 
resources. These appliances include servers running on the latest operation systems, such as 
Windows XP, Vista, RedHat, Ubuntu, etc. The total capacity of a twenty physical nodes testbed 
exceeds 400 virtual appliances. 

Management of a virtual network testbed at a software level requires unique management tools.  
Future work includes modification to testbed software management infrastructure, enhancement 
of network visualization [7] and development of custom network damage assessment tools. 
Another major modification should be done in experiment design and deployment section of the 
lab. Lab users should be able to have complete visual control over the entire process of designing 
the experiment, from selecting virtual components to network assembly to vulnerability 
deployment. 
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